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4. Click Save PIN.

5.

Access fo DTSNet via Fob Guide

First Time Login Instructions
Begin remote access by entering the following address in any browser:

https://dtspo.state.qov

1. Atthe DTS-PO SSL VPN Login Screen, enter your Username and Password. **Your initial
Password will be your fob six digit pin number.

2. Click Sign In.
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DTS-PO SSL VPN
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3. New PIN Required box opens. Create your 4-8 digit PIN number.

THIS IS A U.S. GOVERNMENT §YSTEM. UNAUTHORIZED USE IS PROHIBITED AND WILL BE PROSECUTED TO THE MAXIMUM ALLOWED BY LAW.
DTS-PO SSL VPN

') New PIN Required

You must create a new Personal Identification Number (PIN) before you can sign in. Your PIN should be 4 to 8 characters long.

MNew PIN: I----
Confirm PIN: e

* Be sure to remember your PIN, because you need it to sign in.
* If you decide not to create 3 new PIN now, click Cancel,

O= -

It will bring you back to the Login Screen with a message that your new PIN has been saved. You
will need this PIN every time you login.
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DTS-PO SSL VPN
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https://dtspo.state.gov/
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Instructions for Login

NOTE: Before continuing, Please wait for the code on your SecurlD token to change (code
changes every 60 seconds)

1. Enter your Username and Password. Your new Password is the 4-8 digit PIN you created

followed by your fob 6 digit number. Note: You will only see the message “Your new PIN has
been saved...” on your first login.

THIE 1% & LB, GOVERNMENT BYBTES, UNAUTHORITED USE 18 PROHIBITED AND WILL BE PROSECUTED TO THE MAKIMUM ALLOWED BY LAW,

DTS-PO SSL VPN
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Welcome to the Secure Access S5L VPN, scheiderwl. You last signed in on Wed, 07-Apr-2010 10:49:56 EDT

Terminal Sessions |" | |

DTSPO Customer Citrix Portal

4. You are now prompted to login to DTSNet. Enter your DTSNet Username and Password. (This

password is not your pin and fob number. This is the DTSNet password you received from DTS-
PO IT)

5. Click OK.

Log On to Windows
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Customer Portal

Welcome Schneider, Windy L. ~ .
Always On. Always There. Always Ready. United States Department of State

. . . Diplomatic Tel jcat Service Progra CE
6. You now arrive at your destination: Rl o) SN ANES

DTS-PO Customer Portal. Services & Pricing
arn about our differentiated service

ifferings, request services, and
chéek out our pricing methodology.

SEARCH THIS SITE P2

Customer Tools Online Resources From the Director

=
” P - Welcome to the new
3 P DTS-PO Website!
"~ This site is part of
A~ = a I\ X our enhanced web
presence, which is

designed to give
@ HNetworkReports @ Customer Document Center @ Services We Offer unprecedneted

access to DTS-PO
@ Remedy @ FASTNet Schedule @ Howto Request Services & Changes e R iy
@ Site Drawings & Bandwidth Calculators @ FAQS @ Customer Account Managers

@ 055 Operations Center

Sign Out Instructions

1. To sign out, select the down arrow beside your name and select Sign Out. The window will close.

169.252.16.46 - Home - Customer Portal - Microsoft Internet Explorer

Welcome Schneider, Windy L. ~ I Site Actions ¥

Always On. Always There. Always Ready. United St My Settings
. T e S Update your user information,
» i ’ l omatic é’[' COn ] catic 1S regional settings, and alerts,

Sign in as Different User
Login with a different account.

A bou t ‘ Request Access

Email the site administrator to request
additional permissions.

Sign Out
Logout of this site,

Personalize this Page
Add, remove, or update Web Parts on
this page.

Sign Qut

Welcome to the Secure Access SSLYPN, scheiderwl. You last signed in on Wed, 07-Apr-2010 10:49:536 EDT from 169.252.4.21

Terminal Sessions -

E DTSPO customer Citrix Portal

3. You will receive a message that your session has ended. THIS IS A U.5. GOVERNMENT SYSTEM.

DTS-PO SSL VPN

e Your session has ended.
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Instructions for Logging in Through OpenNet Only

1. Once logged into the Secure Access SSL VPN, select Customer Portal link.

Welcome to the Secure Access S5L VPN, scheiderwl. You last signed in on Wed, 07-Apr-2010 10:49:56 EDT

O cmreessss

-
Customer Portal i3

Terminal Sessions -

DTSPO Customer Citrix Portal

2. You are now prompted to login to DTSNet. Enter your DTSNet Username and Password. (This

password is not your pin and fob number. This is the DTSNet password you received from DTS-
PO IT)

3. Click Continue.

Authentication Required

The web page you are trying to access requires additional authentication.

Please enter your username and password for this web page.

Site: http://dtspo.state.gov/custport/
Username: l:l
paswords [ 9

[JRemember password

Continue Cancel

\Welcome Schneider, Windy L. ¥ i
United States Department of

Diplomatic Telecommunicationsseryvice Programioffice; .

Always On. Always There. Always Ready.

4. You now arrive at your destination:

DTS-PO Customer Portal. — —
, Services & Pricing
Ay
T Learn about our differentiated service
< ifferings, request services, and
chéek out our pricing methodology.

SEARCHTHISSITE [P

Customer Tools Online Resources Top Things to Know

_ From the Director
4 = Welcome to the new
y i DTS-PO Website!
\ A 3 This site is part of
- = a ) A our enhanced web
presence, which is
designed to give
@ Hetwork Reports @ (Customer Document Center @ Services We Offer unprecedneted
@ Remedy @ FASTNet Schedule @ Howto Request Services & Changes aceess to DTS-PO

information and...Morex»

@ Site Drawings & Bandwidth Calculators @ FAQs @ Customer Account Managers
@ 055 Operations Center
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Instructions for Adding Portal to Trusted Sites

1. If you get a box asking for credentials, click Cancel.

o

Connecting to dtspo.state.gov

User narme: I@ | j J

Password: I

[~ Remember my password

oK I Cancel |

2. Goto Tools and select Internet Options...

/3 You are not authorized to view this page - Microsoft Internet Explorer

Fle Edit View Favorites | Tools Help ‘ ar
- - Mail and News 3 -
[N x | et ) porkes 4 ‘ % =
address [E]h .. Manage Add-ons... =] P ‘Llr\ks
Synchronize... 5
“windows Update I~
You are not authh —————his page
5un Java Console

‘ou do not have permissi or page using the credentials
that you supplied because your rowser 13 sending a W-Authenticate
header field that the Web server is nat configured to accept

Please try the following:

« Contact the Web site administrator if you believe you should be able to view
this directary or page.
o Click the Refresh button to try again with different credentials.

HTTP Error 401.2 - Unauthorized: Access is denied due to server configuration.
Internet Information Services (115)

Technical Information (for suppert personnal)

® Goto Microsoft Product Support Services and perform a title search for the
words HTTP and 401,

 Open 11§ Help, which is aceessible in [IS Manager (instmar), and search
for topics titled About Security, Authentication, and About Custom -
Error Messages.

Nl

Enables you to change settings.

3. Goto Security tab, select Trusted Sites, then Click on Sites...

General Security | F'rivac:_l,ll Eontentl Eonnectionsl Programsl Advancedl

Select a'Web content zone to specify itz security settings.

® € 0 @

Internet Local intranet Restricted
sites

Trusted sites

Thiz zone contains ‘Web sites that you s |
trugt not to damage your computer or —
data. Mo sites are in this zone.

— Security level for thiz zone
Move the slider to zet the security level for thiz zone.
- | - Low

- Minimal safeguards and warning prompts are pravided
- Mozt content is downloaded and run without prompts
- &l active content can in

- - -Appropriate for sites that pou absolutely trust

LCustom Level... | Default Level |

QK I Cancel | Lpply |
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Instructions for Adding Portal to Trusted Sites (Continue)

In Trusted Sites make sure you see http://dispo.state.gov in the “Add this Web site to the
zone:” field . If you don'’t see it enter it in. Also, Be sure that “Require server verification
(https) for all sites in this zone is UNCHECKED.

Click Add > Close > OK

Trusted sites ﬂ E

¥ou can add and remowe Web sites From this zone. All Web sites
in this zone will use the zone's security settings.

Add this Web site ko the zone:
I http:ffdtspa. skate. goy

Remaoye |

Web sites:

™ Require server verification (https:) For all sites in this zone

Close |

‘ou can add and remove Web sites From this zone. all Web sites
in this zone will use the zone's security settings,

V)

Add this Web site ko the zone:
[l

Weh sites:
http: fidtspo. skate, goy

fdd

Remove |

™ Require server verification (https:) For all sites in this zone

Close |

. When you get back to the “You are not authorized to view this page”, hit F5 on your keyboard.

3 You are not authorized to view this page - Microsoft Internet Explorer

File Edit View Favorites Tools  Help | _."}:

o Back ~ = - ° @ | @SBarch Favor\tas @ | @v -

Address I@ http:fjdtspo. skate. gov) j @ Go | Links
-

You are not authorized to view this page

“fou do not have permission to view this directory or page using the credentials
that you supplied because your Web browser is sending a WWwWw-Authenticate
header field that the web server is not configured to accept.

Please try the follawing:

» Contact the Web site administrator if you believe you should be able to view
this directory or page.
» Click the Refresh button to try again with different credentials.

HTTP Errar 401.2 - Unautharized: Access is denied due to server configuration,
Internet Information Services (I1S)

Technical Information {for support personnel)

# Go to Microsoft Product Suppart Services and perform a title search for the
words HTTP and 401,

» Open 115 Help, which is accessible in 115 Manager (inetrmgr), and search
for tapics tiled About Security, Authentication, and About Custom
Error Messages.

=l
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5. You will now see the DTS-PO Portal Homepage.


http://dtspo.state.gov/

